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Abstract—: Cryptojacking is a covert cyberattack that 
mines Bitcoin without authorization by using computer 
resources.  It poses a serious risk to Electronic 
Control Units (ECUs) for automobiles, and they remain 
underexplored. Due to their susceptibility to specific 
automotive attacks as firmware tampering, remote code 
execution (RCE), and others, ECUs may be 
compromised via network-based exploits or over-the-air 
(OTA) updates. Attackers can use cryptojacking 
malware on ECUs once they have gained access to them, 
which can cause system slowdown, higher power usage, 
and safety hazards for vehicles. 

 
The study showcases running cryptojacking malware 
(XMRig), keeping an eye on system resource usage, 
implementing a machine learning-based detection 
system, and utilizing blockchain technology to securely 
register events. Our solution sends email alerts, after 
identifying cryptojacking, and uses blockchain to for 
transparent logging. 

 
The outcomes show anomaly detection, secure logging, 
and real-time monitoring. Our work gives a scalable 
method for examining new threats in automotive 
cybersecurity research. 

 
Keywords: Cryptojacking, Automotive Cybersecurity, 
Electronic Control Unit, Virtual Machine, 
Cryptocurrency Mining Malware, Machine Learning, 
Anomaly Detection, Automated Threat Mitigation, Real- 
Time Monitoring, Blockchain, Security Alert System, 
Automotive Embedded Systems, Remote Code 
Execution. 

I. INTRODUCTION 
 

Cyberattacks target Electronic Control Units (ECUs) in 
automobiles. Advanced driver assistance systems (ADAS), 
infotainment, brakes, engine performance, and other 
vehicle systems are all managed by ECUs. However, they 
are vulnerable to cyberattacks due to their vulnerabilities to 
remote code execution (RCE), etc. [8][11]. Crypto-jacking 
is one such attack in which the attacker gains control of the 
ECU's computing capacity to mine cryptocurrencies 
without the owner's knowledge or approval. 

Cryptojacking attacks can severely impact vehicle 
performance by overloading the ECU, increasing power 
consumption, overheating critical components, and causing 
system instability [6]. Unlike traditional malware that 
directly compromises vehicle safety, cryptojacking is 
designed to remain hidden while continuously consuming
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computational resources [2][3]. Performance deterioration, 
delayed reaction times in automotive operations, and even 
safety risks might result from this, especially in ECUs with 
limited resources [1][16]. Moreover, cryptojacking attacks 
can spread malware throughout car systems by taking 
advantage of unprotected communication channels and 
flaws in protocols like the Controller Area Network (CAN) 
bus [8][11]. 

 
Methods like CPU utilization monitoring, network traffic 
analysis, and machine learning-based anomaly detection 
work well for spotting cryptojacking activity. [4] [5] [15]. 

However, researchers are increasingly using virtualized 
settings to mimic real-world events because testing on 
physical ECUs is difficult. In order to simulate the behavior 
of automobile ECUs and evaluate the effects of 
cryptojacking attacks on these systems, this research 
suggests using a virtualized environment. Researchers can 
safely model cryptojacking scenarios, analyze system 
vulnerabilities, and assess potential mitigation techniques 
by simulating the setup and capabilities of an ECU [14]. 

 
This project's use of blockchain technology for 
cryptojacking detection improves the security of 
occurrences that are registered and produces an 
unchangeable and transparent record of harmful activity 
[23]. 
In order to protect automobile ECUs from cryptojacking, 
this study emphasizes the significance of automated 
mitigation techniques, secure recording, anomaly detection, 
and real-time monitoring. It also highlights virtualized 
environments as a good substitute for traditional 
cybersecurity   research   in   automotive   systems. 

 
 

Scope of the Paper 

The following topics are examined in this paper: 
 
 

Threats to Automotive ECUs: Discussing Potential Cyber 
Threats and Their Vulnerabilities. 

 
Cryptojacking in ECUs: Recognizing how ECUs are used 
for illicit cryptocurrency mining. 

 
Machine Learning-Based Detection: Developing a model 
to identify cryptojacking activity using system performance 
metrics. 

 
Automated Response Mechanism: Implementing a system 
that kills the mining process and alerts the service center. 

 
 
 

II. LITERATURE REVIEW 
 

There are now several detection methods and cybersecurity 
solutions designed specifically for vehicle ECUs because to 
the growing worry about cryptojacking in automotive 
systems. The Naseem 

 
MINOS, a deep learning-based lightweight, real-time 
cryptojacking detection system, proposed at. [1] to identify 
illicit WebAssembly-based mining activity. Although it 
takes a novel approach, this solution is mostly concerned 
with web-based cryptojacking and might not directly 
address the particular requirements of vehicle ECUs. 
Likewise, a thorough analysis of cryptojacking malware is 
presented by Tapiador, Pastrana, and Suarez-Tangil [2], 
who examine its development, methods, and defenses. 
Nonetheless, their research provides a wide-ranging 
perspective without specifically addressing automobile 
settings. 

 
Using contemporary methods such as intrusion detection 
systems (IDS) and genetic search algorithms, Chmiel [3] 
and Bar et al. [9] examine and apply cryptojacking 
detection strategies. Although intrusion detection systems 
(IDS) improve network security, evolutionary search 
algorithms are computationally demanding, which makes it 
difficult to implement them in ECUs with limited 
resources. Using CAN IDS, machine learning, and CPU 
utilization metrics, Caprolu et al. [15] and Gomes et al. [16] 
concentrate on cryptojacking detection and provide 
workable techniques that might be modified for real-time 
detection in automotive systems. The cross-stack strategy 
for cryptojacking defense put out by Kumar and Kumar 
[20] integrates many system security tiers and can be 
expanded to automobile cybersecurity frameworks. 

 
In the context of automotive cybersecurity, Waqar and 
Anwar [6] explore the financial impact of cryptojacking on 
electric vehicles (EVs), analyzing how malicious mining 
affects battery life and charging infrastructure. Although the 
paper focuses on EVs, its findings could be adapted to 
traditional automotive systems. InfoBeyond Technology [8] 
introduces VehChain, a blockchain-inspired cryptographic 
solution designed to secure CAN bus communications 
against cyber threats. Kumar et al. [11] propose blockchain 
integration for CAN bus intrusion detection systems with 
ISO/SAE 21434 compliance, though cryptojacking-specific 
scenarios remain unexplored. El Fellah et al. [12] further 
investigate blockchain-based security solutions for 
connected vehicles, enhancing cybersecurity in the 
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automotive supply chain. Additionally, Alkhatib et al. [21] 
explore the potential of BERT language models for CAN bus 
intrusion detection, showcasing advancements in AI-driven 
automotive cybersecurity. 

 
For enhanced cryptojacking detection, Ying et al. [14] 
introduce CJSpector, a hardware trace and deep learning- 
based detection method that could enhance in-vehicle threat 
identification. Aponte-Novoa et al. [13] revisit classifier- 
based cryptojacking detection approaches, which can be 
adapted to vehicle ECUs for improved accuracy. Bursztein 
et al. [5] propose CoinPolice, a neural network-based system 
for detecting cryptojacking attacks. While neural networks 
are promising, newer detection methods must be considered. 
Tekiner, Aras, and Uluagac [4] introduce an IoT 
cryptojacking detection mechanism using network traffic 
analysis. Although designed for smart home networks, its 
techniques may inspire adaptive solutions for automotive 
environments. 

 
Tanana [18] focuses on behavioral detection of 
cryptojacking malware, and Xu at [19] examined covert 
cryptojacking attacks, highlighting the need for continuous 
advancements in detection. As cryptojacking techniques 
evolve, approaches like integrating blockchain, AI, and 
cybersecurity protocols are essential for securing modern 
automotive systems against these threats. 
Ahmad Ali et al. [23] introduce BCALS, a blockchain-based 
log management system, ensures tamper-proof 
cryptojacking incident records. The integration of 
immutable logging mechanisms can strengthen 
cybersecurity frameworks against emerging threats. 

 
 

1. Methodology 
 

To detect cryptojacking within automotive Electronic 
Control Units (ECUs), we developed a simulated 
environment using a virtual machine (VM) to replicate an 
ECU’s computational behavior. Since direct access to 
Renesas automotive ECUs was not available, our VM was 
configured to mimic the characteristics of Renesas R-Car 
and Renesas RH850 microcontrollers, which are widely 
used in modern vehicles. 

Automotive Use of Renesas ECUs 
Renesas ECUs are extensively used in various automotive 
applications, particularly in: 

• Infotainment and Connectivity: The Renesas R-Car 
series is used in Tesla, Toyota, Honda, Nissan, Mercedes 

Benz, Daimler truck and Volkswagen vehicles, to power 
advanced infotainment, digital cockpits, and driver 
assistance systems. 

• High-Performance ECUs: The Renesas RH850 series is 
deployed in ADAS (Advanced Driver Assistance 
Systems), powertrain control, and body electronics in 
Mercedes-Benz, Ford, BMW, and Stellantis vehicles for 
high-performance automotive computing. 

1. Attack Simulation 
To analyze cryptojacking activity, we executed XMRig, a 
widely used cryptocurrency mining software, within our 
virtual ECU environment. This simulated an unauthorized 
cryptojacking attack, mirroring real-world threats where 
malware infiltrates vehicle ECUs. The attack path was 
structured as follows: 

 
1. Initial Infection via Infotainment (Renesas R-Car): 

The malware gains access through a compromised 
infotainment system, exploiting vulnerabilities in Wi- 
Fi, Bluetooth, USB, or Over-the-Air (OTA) 
updates. 

2. Lateral Movement to High-Performance ECU 
(Renesas RH850): The malware spreads to a high- 
computation ECU, hijacking processing power for 
unauthorized cryptocurrency mining. 

3. Resource Exploitation: The cryptojacking malware 
utilizes excessive CPU cycles, leading to system 
slowdowns, overheating, and power drain in the 
vehicle. 

2. Data Collection 
To monitor system behavior, we developed a Python-based 
monitoring script (monitor_xmrig.py), which 
continuously logged key system performance metrics such 
as: 

 
• CPU usage spikes 
• Memory consumption trends 
• Active processes & mining signatures 
• Power consumption fluctuations 

The collected data was stored in 
system_monitoring_data.csv for real-time analysis and 
detection. 
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3. Detection Mechanism 

 
A machine learning-based anomaly detection model was 
developed to distinguish cryptojacking activity from normal 
ECU operations. Our approach included: 

 
• Supervised Learning: Random Forest classifier training 

models on normal vs. cryptojacked system behavior. 
• Detection Script: Implementing threshold-based rules to 

flag excessive CPU utilization linked to unauthorized 
mining. 

 
4. Data Transfer & Analysis 
To process and refine the collected system logs, we used 
Secure Copy Protocol (SCP) to transfer the data from the 
VM to a Windows machine. Feature extraction techniques 
were applied to differentiate cryptojacking anomalies from 
standard ECU operations. 

5. Service Center Alert Mechanism 
Upon detecting crypto jacking behavior, the system was 
programmed to: 

1. Terminate the malicious mining process to prevent 
resource exploitation. 

2. Send an automated alert to the vehicle service center, 
allowing for further analysis of vulnerabilities. 

6. Blockchain Integration for Incident Logging 
To ensure secure and tamper-proof logging of cryptojacking 
incidents, we integrated blockchain technology into our 
detection system. A private blockchain network (e.g., 
Hyperledger Fabric) was deployed to record detected 
cryptojacking events in an immutable ledger. This prevents 
unauthorized modifications and ensures transparency in 
forensic analysis. 

 
Upon detecting cryptojacking, the system automatically logs 
key details—such as timestamps, affected ECU, and process 
information—onto the blockchain via smart contracts. 
Authorized personnel can retrieve and verify these records, 
enhancing trust, accountability, and regulatory compliance 
in automotive cybersecurity. 

 
2. Lab Setup 

The model (Fig 1) illustrates ,The cryptojacking 

detection and automotive cybersecurity lab which is designed to 
simulate attacks, monitor system performance, and detect 
cryptojacking activity in a controlled environment. The lab setup 
includes the following components: 

 
 
 

1. Hardware Setup: 
o High-Performance Computer/Server: The lab 

uses a system with at least 4GB of RAM and a 
multi-core processor to run multiple virtual 
machines (VMs) and handle heavy processing 
tasks required for monitoring and detection. 

o Virtualization Platform (VMware/VirtualBox): 
These tools are used to create isolated test 
environments, where cryptojacking attacks and 
system monitoring can be simulated without 
affecting the host system. Each virtual machine is 
configured to replicate different attack scenarios 
and system configurations. 

2. Network Setup: 
o The lab includes wireshark to analyse network 

traffic. 
3. Operating Systems: 

o Linux (Kali): Used for the primary testing 
environment. It runs cryptojacking simulations 
and detection mechanisms while also monitoring 
system metrics. 

4. Blockchain Lab Setup: 
 

To ensure immutable logging of cryptojacking incidents, 
we integrated blockchain technology using Web3.py, 
Ganache, Infura, and Moralis for decentralized and 
transparent record-keeping. The setup includes: Ganache 
functions as a local Ethereum test blockchain for simulating 
decentralized cryptojacking logs. The system uses smart 
contracts that were deployed on Ganache before their 
deployment to a live network. The detection system uses 
Infura to access a remote Ethereum node which enables 
blockchain interaction without requiring a complete node. 

The Python library Web3.py enables Python developers to 
interact with smart contracts on the Ethereum network. The 
detection script uses Web3.py to perform secure logging of 
cryptojacking events. The Moralis API enables users to 
interact with the blockchain through its simple methods for 
obtaining transaction logs and contract data and performing 
forensic analysis of crypto-jacking incidents. 
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Fig. 1. The Proposed Cryptojacking detection 
framework 

 
The setup involves various scripts working to 
monitor, detect, respond and mitigate to 
cryptojacking. 

 

 
3. Tools Used and Configurations 

 
This section outlines tools used in virtualized 
environment setup, including configurations of all 
the components shown in (Fig 1) 

 
Cryptojacking Simulation: 

XMRig: A cryptocurrency mining software as 
shown if (Fig.2.) used to simulate a crypto jacking 
attack. It is installed on a virtual machine to exploit 
system resources for cryptocurrency mining, 
simulating a real-world crypto jacking attack. 

Fig.2 . simulation of xmrig (cryptomining script). 

 

Fig.3 . system resources usage visualizing tool. 
 
 

• htop: A system monitoring tool used on the test machine to 
observe CPU, memory, and network usage during the 
cryptojacking attack. It helps visualize the resource drain 
caused by the cryptomining software as shown in (Fig.3). 

 
Scripting and Automation: 

• Python: Python scripts are used to monitor system 
performance during the cryptojacking attack. The script 
(monitor_xmrig.py) collects system metrics like CPU usage 
and memory consumption, which are logged into a CSV file. 

• SCP (Secure Copy Protocol): Used to securely transfer the 
collected monitoring data (CSV logs) from the Linux VM to 
a Windows machine for analysis and script making. 
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Detection Mechanism: 

• Custom Detection Algorithm: The detection 
mechanism is based on analyzing the system metrics 
collected during the cryptojacking attack. A machine 
learning algorithm is used to identify abnormal resource 
consumption patterns indicative of cryptojacking. 

• Alert System: Python scripts automatically trigger 
alerts when cryptojacking is detected, sending 
notifications to a service center for intervention and also 
terminates the process running 

 
Blockchain Logging: 

To securely log cryptojacking incidents, a blockchain-based 
logging mechanism was integrated using Web3.py, Ganache, 
Infura, and Moralis. The configurations include: 

• Ganache: Used as a local Ethereum test blockchain 
to simulate a decentralized cryptojacking log. Smart 
contracts were deployed on Ganache before moving to 
a live network. 

• Infura: Provides a remote Ethereum node, enabling 
the detection system to interact with the blockchain 
without the need to run a full node. 

• Web3.py: A Python library used to communicate with 
Ethereum-based smart contracts. The detection script 
interacts with Web3.py to log cryptojacking events 
securely. 

• Moralis API: Facilitates blockchain interaction by 
providing easy access to transaction logs, contract data, 
and forensic analysis of cryptojacking incidents. 

 
 

4. Experimental Work and Results Analysis 
 
Performance Metrics of Detection Algorithm 
The detection model was evaluated using classification 
metrics such as accuracy, precision, recall, F1-score, and a 
confusion matrix Fig.4. The performance on test data gave 
the following results: 
 

Table 1. Predicted and Actual Values 
 

 Predicted  
Positive 

Predicted Negative 

Actual Positive 8 0 
Actual Negative 0 52 
 

 
 

 
 
 
                            Table 2. Performance Metrics: 
 

 
 
 
 
 

 
Fig.4.Performance metrics of detection algorithm 

 
The model achieved a perfect detection accuracy of 100%, with    
no false positives or false negatives recorded in the test set. This 
confirms the robustness of the Random  Forest-based detection   
mechanism on the given dataset. 

 
 
Feasibility Analysis 
 
The implementation  was tested in a virtualized  environment that 
closely mimics real  automotive ECUs,  proving the  feasibility of  
using lightweight Python scripts and machine learning models for 
Anomaly detection without overloading system resources. 
Blockchain-based logging was successfully deployed using a local 
Ethereum test network (Ganache) and Web3.py  
integration.

Metric Class 0 Class 1  Accuracy 
Precision 1.00 1.00 1.00 
Recall 1.00 1.00 1.00 
F1- Score 1.00 1.00 1.00 
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The system can be realistically implemented in: 
 

• Automotive ECUs with Linux-based OS 
• Telematics or infotainment gateways 
• Fleet management diagnostic servers 

 
The modular nature of the detection and logging system ensures easy 
deployment with minimal performance overhead. 
 

Feasibility Evaluation: 
 
Feasible- 

• Detection using System Metrics   
• Machine Learning Detection (Random Forest)   
• Process Termination   
• Email Alert System   
• Blockchain Logging   
• VM-based Dataset Generation   

Pending - Integration into Existing ECU CAN IDS   
 
 
We simulated crypto mining using XMRig software, which 
was deployed on the Linux VM to mine cryptocurrency and 
use system resources. The attack was monitored using htop, 
which tracked CPU, memory, and network usage. We made 
Python scripts to log these metrics into CSV files for further 
analysis. 
 
 

Data Collection & Monitoring: 
 

During the cryptojacking attack, system metrics such as 
CPU usage, memory consumption, and network activity 
were monitored and logged by the code with wrote.Logs 
were collected over a predefined period, typically 15 
minutes to 1 hour. The SCP protocol was used to transfer 
these logs from the Linux machine to a Windows machine 
for further processing and analysis. The following (Fig. 5) 
shows the script for monitoring system resources, their 
usage, and crypto mining activity. 

 
 

Fig.5. Script for monitoring resources. 
 
 
Detection Mechanism: 

(Fig. 6) shows the script for detecting cryptojacking 
activity, terminating the XMRig software and sending an 
alert email to notify service centers. 
 

 
Fig.6. Script for detecting cryptojacking. 
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Once the data was transferred to the Windows system, it was 
analyzed to detect cryptojacking characters, such as high 
CPU utilization and memory consumption. To find these 
patterns, a machine learning-based bespoke detection 
method was created. After analyzing the data, our detection 
system identified abnormal resource usage as cryptojacking 
activity. The service center was informed of the attack via 
the notifications that the system issued. 

 
Blockchain-Based Incident Logging 

 
To record the attacks, a blockchain-based recording system 
was put into the detection framework. This prevents 
tampering and unwanted changes, ensuring that incidents 
are safely documented on an immutable ledger. Instead of 
running a whole node, the system uses Web3.py to 
communicate with the Ethereum blockchain through Infura. 
In order to specify how cryptojacking instances are 
recorded with timestamps, system IDs, and anomalous data, 
a smart contract was implemented on Ganache. 
Transparency and traceability are ensured when the 
technology immediately records an assault on the 
blockchain. 

 
Blockchain-stored data is retrieved via the Moralis API, 
allowing authorized service centers to validate 
cryptojacking instances. By keeping a decentralized, 
impenetrable record of cryptojacking detections, this 
integration enhances forensic analysis of attacks that 
occured. 

 
Result Analysis 

 
• CPU consumption: As the XMRig program took 

advantage of the resources to mine cryptocurrency, CPU 
consumption increased to 100% during the attack. 

 
• Memory Consumption: Memory usage also showed a 

noticeable increase, which was another indicator of the 
cryptojacking attack. 

• Network Activity: Anomalies in network traffic were also 
observed, as cryptojacking software communicates with 
remote servers for mining data. Blockchain Logging 
Verification: Every detected cryptojacking log was 

recorded on the blockchain, ensuring secure traceability.. 
 

The detection system successfully identified these resource 
usage anomalies in real time and generated alerts. The alerts 
were then forwarded to the service center for remediation. 
The response time of the system was also evaluated to ensure 
that alerts were triggered within a reasonable timeframe. 

 
4.1. Scenarios 

Scenario 1: Initial System Monitoring (Before 
Cryptojacking Attack) 

 
In the first scenario, system resources were monitored 
without any attack. The system was running normally, and 
the htop tool was used to check CPU and memory 
utilization. The Python monitoring script was running, and 
the system metrics (CPU, memory, and resource usage) were 
logged into a CSV file. In this case, the logs showed normal 
resource usage with no significant spikes. The script gave 
the result : 

• CPU: 5%, Memory: 45%, XMRig: 0 
 

As shown in (Fig. 7), the system remained in a stable state 
with no cryptojacking activity detected, as expected. 

 

 
Fig.7. Scenario before running cryptojacking tool.

 
Scenario 2: Running XMRig (Cryptojacking Attack 
Simulation) 

 
In the second scenario, we executed XMRig on the VM to 
simulate the attack. The moment XMRig was started, it 

began to consume CPU and memory resources for mining. This 
increase in resource consumption was immediately visible in the 
system's htop tool, where CPU and memory usage began to spike 
significantly. The monitoring script logged the following data: 

 
• CPU: 100%, Memory: 68%, XMRig: 1
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•  
 

 
Fig.8. After running XMRig , attack was detected. 

 
As shown in (Fig .8) a clear anomaly, indicating that the 
cryptojacking software was exploiting the system 
resources. The Python script continuously updated the logs 
to capture these changes, which were then used for detection. 

Scenario 3: Detection Mechanism and Response 

In this scenario, the detection mechanism was triggered. 
The detection algorithm, running in the background, 
analyzed the data from the monitoring script and identified 
the increase in CPU and memory usage. It recognized 
cryptojacking activity caused by XMRig and automatically 
executed the following actions: 

Terminate XMRig Process: The detection mechanism 
automatically terminated the XMRig process, stopping the 
mining activity. 

1. System Recovery: The CPU and memory usage 
returned to normal levels As shown in (Fig .9). . 

 

Fig.9. Detected Xmrig was killed and system is clean. 
 

2. Alert Generation: The detection system generated an alert 
and sent an email notification to the service center, detailing 
the cryptojacking event. The email included information 
about the incident and the action taken (i.e., termination of 
XMRig). 

 
After the detection mechanism executed, the logs showed: 

• CPU: 7% (Returned to normal), Memory: 35% (Returned 
to normal), XMRig: 0 (Process terminated) 
As shown in (Fig .10) ,The service center received the email 
alert, confirming the incident was detected and mitigated. 

 
 

 
Fig.10. Alert mail sent after attack detection 
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Scenario 4: Blockchain-Based Incident Logging 
In this scenario, once cryptojacking activity was detected, 
the system automatically recorded the incident on the 
blockchain to ensure data integrity and transparency. 
Using Web3.py and Infura, the detection script triggered a 
smart contract deployed on Ganache, logging details of 
transaction. This information was permanently stored on 
the blockchain, preventing unauthorized modifications or 
deletions. 

 
As shown in (Fig. 11), the blockchain ledger successfully 
recorded the cryptojacking detection event, ensuring that 
the incident report remains tamper-proof and accessible for 
future forensic analysis. This blockchain-based approach 
enhances the security, reliability, and transparency of 
cryptojacking incident reporting in automotive 
cybersecurity. 

 

 
 

Fig.11. Blockchain logging the identified cryptojacking 
 
 
5. Conclusion 

Our crypto-jacking detection system identified and 
mitigated cryptojacking attacks in a controlled environment. 
By simulating a cryptojacking attack using XMRig, we 
observed spikes in CPU and memory utilization. The 
system's monitoring script, coupled with the detection 
mechanism, effectively tracked these anomalies in real-time 
and also killed the process associated with Xmrig. 
The four implemented scenarios clearly demonstrated the 
system's capability to: 

1. Monitor normal system activity without any 
cryptojacking interference. 

2. Detect significant resource consumption during 
a cryptojacking attack. 

3. Automatically respond by terminating the 
malicious process, restoring system performance, 
and sending alerts to the service center. 

4. Log cryptojacking incidents onto a blockchain 
for secure and tamper-proof record-keeping. 

 
Our experiment gives the importance of system resource 
monitoring for the detection and mitigation of cryptojacking 
activity, ensuring minimum disruption to performance. The 
integration of detection algorithms and automated responses 
enhanced the security, making them resilient to crypto- 
jacking. 
In conclusion, our crypto-jacking detection mechanism is 
effective in real-time detection and mitigation, offering a 
robust solution to protect systems from increasing threats. 

 
Future research directions could include enhancing the 
detection algorithm, in an actual automotive environment, 
the monitoring and detection agents can be embedded 
within the ECU’s security modules or connected to 
telematics systems. Data can be securely transmitted via 
CAN gateways to diagnostic servers for detection. Upon 
detection, real-time alerts and mitigation actions (like ECU 
reboot or disconnection from the network) can be triggered, 
while blockchain logging ensures forensic traceability. This 
model aligns with ISO/SAE 21434 cybersecurity standards 
for automotive systems. 
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